The growing number of Unmanned Aerial Vehicles (UAVs) is considerable in the last decades. Many flight test scenarios, including single and multi-vehicle formation flights, are demonstrated using different control algorithms with different test platforms. In this paper, we present a brief literature review on the development and key issues of current researches in the field of Fault-Tolerant Control (FTC) applied to UAVs. It consists of various intelligent or hierarchical control architectures for a single vehicle or a group of UAVs in order to provide potential solutions for tolerance to the faults, failures or damages in relevant to UAV components during flight. Among various UAV test-bed structures, a sample of every class of UAVs, including single-rotor, quadrotor, and fixed-wing types, are selected and briefly illustrated. Also, a short description of terms, definitions, and classifications of fault-tolerant control systems (FTCS) is presented before the main contents of review.
I. Introduction
The importance of Unmanned Aerial Vehicle (UAV) or more general Unmanned Aerial System (UAS) is revealed by many different statistics published in official and unofficial reports like the manufacturing of over than 600 unmanned aerial systems of various sizes by 250 manufacturers in 42 nations, and this includes solely commercial and government organizations [1] . Geological surveying, fire monitoring, and rescue missions are some parts of civilian applications of UAS, and Intelligence, Surveillance and Reconnaissance (ISR), Suppression of Enemy Air Defense (SEAD), and high-value asset recovery scenarios are some examples of military applications. Simultaneously the importance of UAV safety and reliability is attracting more attention in this field. An acknowledgement of this importance related to UAV roadmap for 2005-2030 years is reported by The Office of the Secretary of Defense (OSD) [2] by stating that "Improving UA (Unmanned Aircraft) reliability is the single most immediate and long-reaching need to ensure their success."
In early years, UAVs were completely controlled by human operator from t h e ground known as Remotely Piloted Vehicles (RPVs) and the last decade has witnessed unprecedented interactions between technological developments in computing, control, and communications. These developments led to the design and implementation of interacting dynamical systems such as cooperative as well as networked unmanned multi-vehicle systems. Advances in sensor systems, onboard computational platforms, energy storage, and other enabling technologies have made it possible to build a huge variety of UAVs for a range of different mission scenarios [3] [4]. Many of the mission scenarios of interest, such as persistent surveillance, are inherently long duration and require coordination of multiple cooperating UAVs in order to achieve the mission objectives. In these types of missions, a high level of autonomy is desired due to the logistical complexity and expense of direct human control of each individual vehicle. On the other hand, although military/civilian researches and implementation results around the world have underscored the potential utility of unmanned aerial vehicles but still, most of their successes have occurred in a setting that allows a relatively large margin for errors, thereby, such sophisticated control systems should meet increased performance and safety requirements. In other words, although the knowledge of control is trying to save the pilot's life as the most valuable part of manned aerial vehicle, by 1 Ph.D. Student, Department of Mechanical and Industrial Engineering, 1515 St. Catherine West. AIAA Member.
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Passive Fault-tolerant Controllers
In a passive fault-tolerant control syetem, deviations of the plant parameters from their true values or deviations of the actuators from their expected position may be efficiently compensated by a fixed robust feedback controller.
However, if these deviations become excessively large and exceed the robustness bound, some actions need to be taken. Also, if deviations occur at the sensor side, inevitable deviations from the reference command signals will happen. Therefore, active fault-tolerant control architecture is needed in order to achieve extended fault-tolerance capability. The corresponding control system is referred as to active fault-tolerant control systems (AFTCS) [8] .
Active Fault-tolerant Controllers
An active fault-tolerant control system usually contains a separate module: the FDD (Fault Detection and Diagnosis) module that monitors the health of the aircraft. The FDD system informs a supervision module of the American Institute of Aeronautics and Astronautics seriousness of the fault/failure or damage.
Fault detection addresses the problem of monitoring the occurrence of a fault in the system. Fault isolation locates the fault in the system once detected. Fault identification estimates the magnitude of the fault in the system. Fault isolation and fault identification are termed together as fault diagnosis [8] . Once the fault is detected, isolated and identified, appropriate actions can be taken to mitigate its effect in the system. Based thereon, the supervision module may decide to reconfigure the flight controllers, the guidance system, and the navigation system.
There are also two types of FDD systems, namely passive FDD and active FDD systems [5] . Passive FDD systems do not take any action and "wait" until a fault or failure occurs, whereas active FDD systems test the aircraft, either by the help of flying health-check maneuvers or by injecting some test inputs to the actuator commands and then assessing the individual health status of actuators and sensors.
C. Classifications of Existing Reconfigurable Control Techniques
In the field of AFTCS there exist two classifications of existing reconfigurable control techniques based on control algorithms, and based on field of application [8] .
In the classification dealing with the control algorithms, the existing reconfigurable control design methods fall into one of the following approaches: linear quadratic; pseudo-inverse/control mixer; gain scheduling/linear parameter varying; model reference/model following adaptive control; eigenstructure assignment; multiple-model; feedback linearization or dynamic inversion; robust controls; model predictive control; variable structure and sliding mode control; generalized internal model control; intelligent control using expert systems, neural networks, fuzzy logic as well as certain learning methodologies. Detailed classification can be carried out according to the following criteria (1) mathematical design tools; (2) design approaches; (3) reconfiguration mechanisms; and (4) type of systems to be dealt with.
For more detailed classification of AFTCS and related combination of control algorithms with existing control design methodologies, readers are referred to the comprehensive bibliographical review on reconfigurable FTCS in [8] .
III. Current Research in UAV Fault-Tolerant Control
UAV research works can be carried out either on single vehicle or in more advanced task, o n a fleet of UAVs. In most of the current research works, normally the aim is to design the optimal control algorithms for both fault-free and fault-tolerant control systems in simulation or in real environment, to develop the FTCS for formation flight scenarios. Multi-UAV operations are expensive if a separate pilot is required for each vehicle, thus to reduce cost operator control can be simplified to higher-level tasks for a group of UAV as a whole. UAV systems would autonomously cooperate to complete assigned group tasks. In some scenarios, like in the case of structure and engine damage, parachutes or parafoils are mostly applied to allay the severity of a UAV-forced landing, while still providing some degree of controllability for the aircraft [9] . The problem with this approach is that it is highly susceptible to changing winds that may adversely affect the final impact point. Having a parachute or parafoil onboard also increases the aircraft weight and complexity. Another solution for single vehicle that has seen operation at the 2008 UAV Outback Challenge held in Australia requires the UAV to deflect its control surfaces such that the aircraft will spiral into the ground following an engine or communications failure [9] . Although this solution has been proven to successfully terminate the flight and also contain the crash site within a limited area, it is hardly desirable for operations over populated areas. Other safety systems currently available allow the UAV to fly toward a predefined safe ditching area selected from a database of such known locations. To date, the only reported successful UAV forced landing involves the U.S. Air Force Global Hawk, which performed a gliding descent under remotely-piloted control to an emergency airstrip in 2006 [9] .
A. Fault-Tolerant Control for Hierarchical Intelligent Architecture of Single Vehicle
Dealing with the conventional rotary UAV test-beds, the Yamah-RMax has attracted more attention, regarding its structure abilities for different missions. The helicopter platform used for four papers in this review is the various versions of this special helicopter, which has been modified for autonomous flight purposes by Georgia institute of technology, Atlanta [10] .
In 1997 Georgia Tech started the flight control research using two Yamaha R-50 remotely piloted helicopters This open system UAV test-bed is referred to as the GTMax, and includes four major elements. The basic Yamaha R-Max RPH, includes a modular avionics system, the SEC-OCP (developed jointly with Boeing Phantom Works) with baseline guidance/navigation/control components (software), and a set of simulation tools. In January 2002 Georgia Tech was chosen to be the SEC rotary wing experiments leader. This position includes working with the other Software-Enabled Control (SEC) technology developers in integrating and demonstrating their SEC technologies on the GTMax. A unique integrated simulation and flight testing approach has been developed to support these activities. It includes a smooth transition from Software-In-The-Loop (SITL) to Hardware-In-the-Loop (HIL) simulation, followed by flight testing. An SEC benchmark demonstration was completed in May 2002 and the final outcome of the program was summarized in a book [10] .
For UAV Fault-tolerant control issues, the DARPA and the U.S. Air Force Research Laboratory (AFRL) have launched a major initiative to develop revolutionary new Software-Enabled Control systems with applications to intelligent UAVs (DARPA, 2004) . Beyond the responsibility of responding to unexpected system faults, the SEC program is also charged with making these machines more agile, thus helping them to avoid hostile actions without exceeding critical flight parameters. This has the potential to improve the loss-rate for even the most dangerous missions. The SEC program involves 16 organizations.
UAVs must be able to accommodate fault conditions without significant degradation of their performance and operate safely and robustly under external and internal disturbances the performance level and autonomy capabilities will be improved enough to operate safely.
In later parts of this survey some interesting works by Rockwell-Collins (presented in GNC 2010) and Georgia Institute of Technology in damage-tolerant control (DTC) will be briefly presented.
With respect to FDD researches on different types of UAVs, at the Department of Mechanical and Industrial Engineering (MIE) of Concordia University, many works have been accomplished for Fault Detection and Diagnosis (FDD) in a realistic nonlinear six degree-of-freedom unmanned aerial vehicle models. Some of these works have been developed based on the Matlab/Simulink environment of the NASA Generic Transport Model (GTM) UAV under the NASA Aviation Safety Program (AvSP). Two works consist of the Dual Unscented Kalman Filter (DUKF) [11] [12], used for the GTM unmanned aerial vehicle based on nonlinear and LPV models and a Baysian rule for detection and isolation decision making.
Also at Concordia University a sliding mode controller is used to control a quadrotor UAV in the presence of external disturbance and actuator fault by using a state estimator to detect the actuator fault [14] . When an actuator fault occurs, the fault detection unit can detect it using the state estimator in the way that the observer estimates the outputs of each rotors, the fault detection unit has to compare these amounts with the desired rotors outputs that calculated by system controller. If the difference between these two amounts is more than a threshold for a considerable period of time, it means that the rotor is in a faulty condition. After fault detection unit realizes that the quadrotor has been faced with a partial loss in one of its rotors, it has to change the control strategy to mitigate the effect of fault.
Mission Intelligence Flow and Mission Planning
The intelligence for a manned aircraft is its pilot, who gets the data from various sources and to execute the functions. Much of this data is used to pre-flight or pre-mission planning and is updated onboard as the mission proceeds. As the mission segments are executed and abnormal events are encountered, the flight mode switching takes place which constitutes the mid level control element. On an unmanned aircraft the necessary mode switching and control reconfiguration decisions is by pilot for implementation through the use of the flight control system. Actually the aim of the low-level control element is to use it for the smooth transition between modes of flight, i.e., from a cruise flight mode to hover mode or vice versa, etc., also keeping the aircraft in the designed flight envelope. Also the obstacle avoidance and evading a target or threat are the additional functions for pilot to handle. Among all of aforementioned cases the internal abnormal conditions can also occur, such as a failure or malfunction of a component onboard the aircraft. The unmanned aircraft must either be controlled from the ground by a radio control ground pilot or the UAV must have its own intelligence to fly autonomously. Executing a vertical taking-off and landing (VTOL) UAV mission autonomously has been demonstrated by both the Georgia American Institute of Aeronautics and Astronautics Tech and Sikorsky Aircraft UAVs in the Army's Advanced Scout Rotorcraft Test-bed (ASRT) Project [15] .
GTMax Open Control Platform
Open Control Platform (OCP) is made of three layers in the hierarchical architecture enabling software, which is being developed by a team from industry and academia, led by Boeing Phantom Works, and including the Georgia Institute of Technology, Honeywell Laboratories, and the University of California Berkeley [15] . The brief function of every layer is as follow.
The "core" layer (in the bottom) supports two functions. First, it leverages and extends new advances in real-time distributed object oriented computing that allow distributed components to communicate asynchronously in real time [15] Second, it supports highly decoupled interaction among the distributed components of the system, which tends to localize architectural or configuration changes so that they can be made quickly and with high reliability.
The "reconfigurable controls" layer in the middle of OCP provides abstractions for integrating and reconfiguring control system components, the abstractions bridge the gap between the controls domain and the core distribution substrate [15] .
The abstract interface is based on familiar control engineering concepts, such as block diagram components, input and output ports, and measurement and command signals. It allows real-time properties to be specified on signals that translate to Quality-of-Service (QoS) constraints in the core real-time distribution substrate. It also allows run-time changes to be made to these signal properties, which are then handled by lower-level dynamic scheduling and resource management mechanisms. This layer raises the conceptual level at which the controls engineer integrates and reconfigures complex, distributed control systems.
Finally, the third layer which is "hybrid control" is the supporter of reconfiguration management by making reconfiguration strategies and rationale for reconfiguration decisions explicit and reusable. It contains generic patterns of integration and reconfiguration that are found in hybrid, reconfigurable control systems. It can be specialized with logic for choosing reconfigurations as well as signal blending strategies for smoothly transitioning from one configuration to another. This is critical to hybrid systems in which continuous dynamics must be maintained between discrete reconfiguration events and where multiple control and blending strategies are applicable.
From FTC point of view, the Georgia Institute of Technology and Boeing have demonstrated an experiment of simulated in-flight failure of a low-level control system by reconfiguring the software system on its own.
Adaptive Mode Transition
This part of the architecture deals with the improvement of the degree of autonomy/intelligence of the UAV and its performance under certain conditions, like the presence of external perturbations. In this work a new approach to the adaptive mode transition control problem is presented.
The Adaptive Mode Transition Control (AMTC) architecture includes three hierarchy levels. At the highest level, the mission planning component stores information about the overall mission, generates a low-level representation of that mission, and coordinates its execution with the middle level [15] . The middle level includes a trajectory planning component, which receives information from the high level in terms of the next task to be executed to fulfill the mission, and generate the trajectory (set-points) for the low-level controller. Mode Transition Manager (MTM) coordinates mode selection, switching and transition automatically based on the actual state of the vehicle [15] . At the lowest level, an adaptive mode transition controller coordinates the execution of the local controllers (one for each local mode) or the active control models (one for each transition), which stabilize the vehicle and minimize the errors between the set points generated by the middle level and the actual state of the vehicle. The adaptive mode transition control consists of the mode transition control component and the adaptation mechanism component [15] .
Reconfigurable fault tolerant control
The fault tolerant control architecture implemented on the GTMax is designed to accommodate multiple fault modes without degrading the performance of the nominal system. The architecture improves reliability by integrating fault detection and identification (FDI) and reconfigurable flight control (RFC). FDI takes place at the highest level of the hierarchy and directs actions at each subordinate tier [15] . After the FDI module issues a fault declaration, the fault tolerant control module issues reconfiguration commands to the controllers at the lowest tier of the hierarchy. Reconfigurable flight controllers reside with the baseline flight controller at the lowest level of the hierarchy. The low-level controllers generate the control inputs to achieve the vehicle's desired flight path. In the event of a malfunction, reconfigurable flight controllers enable the vehicle to recover some degree of the performance from the impaired system [15] . The architecture implemented on the GTMax was designed to American Institute of Aeronautics and Astronautics combat faults in the flight control actuators. Malfunctions in the flight control hardware were selected for this study because they challenge both components of the fault tolerant control architecture, FDI and RFC. Specifically, a malfunction in the main rotor collective actuator was examined, but the architecture is readily expandable to accommodate additional faults. The design identifies the occurrence of a fault from a finite set of pre-determined faults. It then applies the appropriate reconfiguration to stabilize the vehicle.
In flight test the aircraft was commanded to execute a 70-ft descent from a stationary hover. During the descent, the stuck collective fault was applied binding the collective in a typical descent position that was determined from flight data on the day of the flight test [15] . The state-dependent neural network FDI routine detected the fault and activated system restructuring. The descent is initiated at 28s, the fault is applied at 30s, and the fault is detected prior to 34s. Without reconfiguration, the vehicle would not have been able to arrest its descent.
Similar RFC related works have been accomplished at MIE in different applications such as: sliding mode reconfigurable control with application to longitudinal control of Boeing 747 [16] , two reconfigurable allocation scheme for UAV under stuck actuator failure [17] and sliding mode reconfigurable FTC without explicit knowledge of failures [18] .
B. Network Communication, Command and Control of Multi-UAV
Some initial experiments have considered multi-vehicle operations with small UAV. Others have considered different control algorithms for formation flying, simple cooperative rules, or centralized control of multiple vehicles mainly in simulated environments. One of the main reviewed works for multi-UAV architecture belongs to the University of Colorado at Boulder [19] , that uses the Network Unmanned Aircraft System Communication, Command, and Control (NetUASC3), to make the combination of meshed network intelligence, mission-level tasking information, and automatic flight control into an integrated UAV. During their implementation they had specific results demonstrated sensor-reactive and communication reactive control, meshed network performance, atmospheric data collection, validation of radio-propagation models, and delivery of streaming video over a multihop airborne-ground network. The FTC tasks for this network architecture includes some fault-tolerant component like: fault-tolerant high speed CAN serial bus, and TJA 1053 fault-tolerant transceiver for inter-node communication, but there is no experiments and focus on fault tolerance have been done for network connectivity in details, thus just a brief network communication and flight management architecture is chosen to be illustrated for this work.
The special architecture features are as follows: Unmanned aircraft (Ares). Onboard flight management system. Software for monitoring, command, and control using for exploitation of existing ad-hoc unmanned aircraft system ground mesh network. For more details readers are referred to this interesting work presented in [19] .
C. Structure Damage-Tolerant UAVs
Nowadays, damaged structure in UAVs during operation is a hot topic and open research area and it attracts more attention of researches on both fixed-wing and rotary-wing class of UAVs.
Rockwell Collins demonstrated a damage-tolerant control system for DARPA's Joint Unmanned Combat Aircraft system program using an unmanned F/A-18 subscale aircraft model with 60% of wing loss [21] . In this interesting work the all-attitude autopilot formulation was shown to enable aerobatic maneuvers and automatic recovery from unusual attitudes, while enforcing flow angle and load limits. The Model Reference Adaptive Control (MRAC) module demonstrated the ability of DTC to recover baseline controller performance after losing actuation (on the aileron, rudder, and/or elevator). The Automatic Supervisory Adaptive Control (ASAC) returned an aircraft with catastrophic wing damage to trimmed and controllable flight within a few seconds, enabling the vehicle to complete its mission and perform an autonomous landing.
Finally the Emergency Mission Management System (EMMS) module provides the ability for an aircraft which suffered complete engine failure to glide back onto a feasible landing trajectory.
The combination of these modules dramatically enhances the survivability of UAVs. This increased resiliency to failures is important to boost the reliability of unmanned platforms, thus facilitating the convergence of manned and unmanned aviation.
Two similar works are presented for damage-tolerant by UAV Research Facility in Georgia Institute of Technology [6] [7] .
The guidance and control of an airplane under severe structural damage is the main issue of this works. They American Institute of Aeronautics and Astronautics present the guidance and control algorithms for a Twinstar fixed-wing UAV under severe structural damage. It shows that under damage that includes 25% and 50% asymmetric wing loss the aircraft is successfully in maintaining stable autonomous flight and is capable of performing autonomous approach and landing. Key features of the presented algorithms are smart guidance techniques that ensure the aircraft maintains required flight speed to avoid stall and to use the available control surfaces to maintain autonomous flight. Closed-loop autonomous control is achieved using PID (proportional-integral-derivative) type control logic with gains scheduled according to the measured airspeed. Adaptive control methods for the attitude control loop are also presented. These methods have been tested in Georgia Institute of Technology, and interesting results are obtained [6] . With reference to gain scheduling PID, a gain scheduling based PID controller is designed for a quadrotor UAV, at MIE of Concordia University [21] . In this work the controller in each control channel consists of two parts: the first part controls the orientation of the propeller, and the second part controls the speed of each propeller. This type of design for controllers increases the performance of the quad-rotor UAV in tracking the desired trajectory and increases fault-tolerance capability and reliability of the UAV. The proposed controller has been implemented in a nonlinear six-degree of freedom simulation model of a quad-rotor UAV and good tracking performances have been obtained through different commanded trajectories. Based on the proposed gain-scheduled fault-tolerant PID controller design, advantages (for example, robust properties, easy design and implementation) of PID controller can be employed and the drawback of lack of on-line auto-tuning of PID controller gains is avoided by using the gain scheduling control strategy with wide range of faults being able to be handled.
In the second DTC work of GTech, a real-time system identification is used for the same test-bed fixed-wing multi-engine aircraft with structural damage [7] . Flight test data recorded as the aircraft performs a specifically selected system identification maneuver with 25% left wing missing used. This data has been used to estimate a complete six-degree of freedom aircraft linear model with asymmetric stability derivatives using the recursive Fourier Transform Regression (FTR) method in frequency domain and the traditional least squares method in time domain. This experiment shows the feasibility of using the frequency domain FTR method for real-time parameter identification of damaged aircraft. The optimized multi-sine inputs were used for gathering rich system identification data for the twin engine aircraft with asymmetric lifting surface failure. Recursive implementation of the FTR method was used for parameter identification. Results indicate that a linear model with asymmetric stability derivatives included is able to approximately model the dynamics of a transport category fixed wing aircraft with asymmetric structural surface damage.
Furthermore, presented results indicate that various stability derivatives differ significantly from their nominal values when asymmetric damage is present. This justifies the use of online aerodynamic derivative identification for health monitoring. The method used in this paper was analyzed for computational requirements and has been implemented on the AFI FCS 20 autopilot onboard the GT Twinstar UAV. These results indicate the feasibility of using the FTR method for real-time parameter identification and health monitoring on transport category fixed-wing aircraft.
D. Fault-Tolerant Control for Tolerant to Sensors and Actuators Faults in Quadrotor Helicopter UAVs
As reviewed in previous parts, many works dealt with fault-tolerant control briefly described for conventional single rotor helicopter UAV and fixed-wing UAV in both component fault meaning and in structure (physical) damage meaning. In this part a fault-tolerant control review is presented for quadrotor helicopter for both types of aforementioned faults to complete this review for all regular classes of UAV.
Among different types of rotary-wing UAVs, quadrotor helicopters can usually afford a large payload than conventional helicopters due to four rotors as shown in Figure 1 . Moreover, small quadrotor helicopters possess a great maneuverability and are potentially simpler to manufacture. For these advantages, quadrotor helicopters have received much interest in UAV research.
University of Berkeley in California presented a work on quadrotor test-bed helicopter using the feedback linearization (FL) controller with high-order derivative terms and an adaptive sliding mode controller. For this design they have also considered previous implemented controllers like: PD, PID, LQ, visual backstepping, full-state backstepping based on the Lyapunov stability theory, and backstepping sliding mode, for their test-bed quadrotor helicopter.
Because of aforementioned high-ordered definitions FL controller turns out to be quite sensitive to sensor noise as well as modeling uncertainty. Although this controller is simple to implement, model uncertainty can cause performance degradation or instability of the closed-loop system, because it uses inverse system dynamics as part of the control input to cancel nonlinear terms. The second controller involves a new approach to an adaptive sliding American Institute of Aeronautics and Astronautics mode controller using input augmentation in order to account for the underactuated property of the helicopter, sensor noise, and uncertainty without using control inputs of large magnitude. The sliding mode controller performs very well under noisy conditions, and adaptation can effectively estimate uncertainty such as ground effects.
Figure. 1 Quadrotor helicopter UAV test-bed of Concordia University
As shown in Fig. 2 , quadrotor helicopters, are powered by four fixed pitch-angle blades whereas classic helicopters have variable-pitch-angle blades. The control of a quadrotor helicopter is performed by varying the speed of each rotor.
Equation of motion of quadrotor helicopter is as follows:
where l is the length from the center to rotor and [x, y, z] are the position of quadrotor in earth position and [φ, θ, Ψ] are respectively roll, pitch and yaw angles. g r (z) is the term of uncertainties for controller design and is negligible. u 1 , u 2 , u 3 , and u 4 are the controller inputs of total lift, force, roll, pitch, and yaw, respectively.
Also, another interesting work with reference to actuator fault/failure has been demonstrated in the Real-time indoor Autonomous Vehicle test ENvironment (RAVEN) of Massachusetts Institute of Technology (MIT) and Boeing [22] . This work describes the application of model reference adaptive control on a light-weight, low-cost quadrotor UAV platform. An adaptive controller was designed to augment an existing linear controller that provides autonomy and waypoint following. The design of the adaptive controller is driven by Lyapunov stability arguments and has a proof of stability grounded in a nonlinear framework. The approach was validated using flight testing inside an indoor test facility. The adaptive controller was found to offer increased robustness to parametric uncertainties. In particular, it was found to be effective in mitigating the effects of a loss of thrust anomaly, which may occur due to component failure or physical damage (by cutting both tips of a propeller for 45% and more sever of 50%). The design of the adaptive controller is presented, followed by a comparison of flight test results using the existing linear and augmented adaptive controllers.
Flight testing was carried out in an indoor test facility using both baseline and model reference adaptive controllers. It was shown that the adaptive controller offers several benefits over the existing fixed-gain approach, particularly in the case of actuator failures. For less severe failures, the adaptive controller was faster in reacting to changes in dynamics, resulting in a decreased radius of departure. For more severe failures, the adaptive controller prevented a crash and allowed for safe operation and landing. It was found that the adaptive controller used more control effort during the period directly following the insertion of the failure. For this particular application, the added robustness to parameter uncertainty outweighs the increased control effort.
Furthermore, at the Department of Mechanical and Industrial Engineering (MIE) of Concordia University a team of researchers is currently working on the Networked Autonomous Vehicles (NAV) project to provide experimental results on similar scenarios of fault-tolerant control, using Lyapunov-based adaptive control strategy [23] , American Institute of Aeronautics and Astronautics backstepping approach [24] and flatness-based adaptive control [25] to a quadrotor UAV. The simulations are implemented with normal case, uncertainty at different levels, and varying quad rotor partial losses. Moreover, simulations of the severe fault scenarios, 80% partial loss combined with 50% uncertainty and 80% uncertainty respectively have been presented in [22] .
Also regarding FTC experiments in real-time application for Qball helicopter both actuator loss of effectiveness and propeller damage are tested using, many types of non-linear control techniques such as Model Reference Adaptive Control (MRAC) approach like MIT rule, Conventional MRAC (C-MRAC) and Modified MRAC (M-MRAC), Backstepping Control (BSC), Sliding Mode Control (SMC) and Feedback Linearization Control (FLC) which are compared for the best response of Qball helicopter.
For propeller damage scenario an additional mechanism has been designed and installed close to the right rotor of the Qball helicopter and made the researchers able to inject different partial damage percentages to test the FTC controller in real-time flight of the helicopter which is shown in figure 2 . Some videos for these results with different control techniques applied to Qball helicopter can be found in: http://users.encs.concordia.ca/~ymzhang/UAVs.htm. 
IV. Discussion and Conclusion
Unmanned aerial vehicles (UAVs) have been around and in service since the 1990s and are going to be routinely used for a wide range of tasks in future. New generations of UAVs will be designed to achieve their mission not only with increased efficiency, but also with more safety and security. Future UAVs will be operated with algorithms capable of monitoring the aircraft's health and of taking action if needed. Fault-tolerant control systems (FTCSs) for small and low-cost UAVs should not increase significantly the number of actuators or sensors needed to achieve the safer operation. Safe and reliable operation of the UAVs relies on the following key points:
• The flight control system must be robust against the aircraft model's uncertainties and external disturbances during normal flights.
• An efficient fault detection and diagnosis (FDD) system should be capable of monitoring the health status of the aircraft.
• The flight control system should also be reconfigurable depending on actuator fault occurrence or aircraft damage. It should generate an appropriate flight trajectory that avoids obstacles despite flight performance degradation. Approaches in reconfigurable flight control are generally divided into two categories: those which incorporate multiple non-adaptive controllers and switch between them based on the output of a fault detection and diagnosis module and those that employ a single adaptive controller capable of compensating for a variety of fault modes. A limited number of fault-tolerant controllers combine these approaches thereby creating a continuously adaptive control framework that profits from the fault detection and diagnosis process. Regardless of the approach for reconfigurable flight control, certain fault modes dictate system restructuring in order to prevent a catastrophic failure. System restructuring enables active control of actuation strategies not employed by the nominal system to recover controllability of the aircraft. After system restructuring, continued operation of the aircraft in a degraded mode requires the generation of flight paths that adhere to an altered flight envelope. Reconfigurable methods for flight path planning are less prevalent in the literature. Comprehensive fault-tolerant control architecture for unmanned aerial vehicles should include active system restructuring and a method to re-shape the desired flight path of the aircraft.
The control architecture developed in presented researches employs a multi-tiered hierarchy to allow unmanned aircraft to generate and track safe flight paths despite the occurrence of potentially catastrophic faults. The hierarchical architecture increases the level of autonomy of the system by integrating five functionalities with the baseline system: fault detection and diagnosis, active system restructuring, reconfigurable flight control, reconfigurable path planning, and mission adaptation. Fault detection and diagnosis algorithms continually monitor aircraft performance and issue fault declarations. When the severity of a fault exceeds the capability of the baseline flight controller, the system actively restructures and selects one of multiple reconfigurable flight controllers. System restructuring expands the controllability of the aircraft using unconventional control strategies not exploited by the baseline controller. A reconfigurable path planner employs an adaptive model of the vehicle to re-shape the desired flight path. Generation of the revised flight path is posed as a linear program constrained by the response of the degraded system. Finally, a mission adaptation component estimates limitations on the closed-loop performance of the aircraft and adjusts the aircraft mission accordingly.
The future works on UAV fault-tolerant control will be more expanded on both sensor/actuator fault-tolerant and damage-tolerant of multiple vehicles in cooperation and formation flight scenarios.
